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Abstract: The contribution proposes interim conclusions for KI#4 "NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention".
1. Introduction/Discussion
For KI#4 NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention, so far, 5 solutions are proposed , i.e. solution #35, #36, #37, #38, #39. A brief summary of the solutions are as follows:
	Solution
	Principles
	Required enhancement

	sol#35
	NWDAF collects information from AMF, OAM, SMF, NRF, and SCP, analyzes and predicts signalling storms, and the output includes corresponding NF IDs and Abnormality IDs; the Consumer NF executes the corresponding policy according to the Abnormality IDs.
	New Analytics ID for Abnormal NF signalling storm

	sol#36
	NWDAF collects information from AMF, OAM and AF, analyzes and predicts signalling storms, and outputs corresponding NF IDs and abnormality IDs; Consumer NF bases on the output and takes the AMF resource usage and UE registration status into consideration to generate an appropriate timer to resolve signalling storms.
	New Analytics ID for Registration Signalling

	sol#37
	NWDAF subscribes to analysis information from O&M, including performance measurement, alarm notifications and configuration data, for signaling storm analysis prediction and outputs AffectedObject, cPCongestionIssueID and recommendationActions, which can be used for relief of signalling storm by consumer NF.
	NWDAF collects new analytics information from O&M (new analytics ID)

	sol#38
	Introducing a new logical function of NWDAF to collects signalling related data from NFs and generate corresponding strategies to help consumers (AMF, SMF, UPF, PCF, etc.) mitigate and prevent signalling storm.
	New Analytics ID, new logical function of NWDAF with new services and new Recommendation ID

	sol#39
	NWDAF collects information from OAM, NRF and other NFs for signalling storm analysis and prediction, and the output includes corresponding NF ID, affected reference point, service operation information and Exception ID (depending on the specific implementation of NWDAF); consumers (OAM, AMF, RAN, SCP, NRF, etc.) implement mitigation measures based on the information received;
	New Analytics ID for Control Plane Signalling Abnormality


The solutions are invetigated from several aspects:
-
Identify scenarios that can result in a signalling storm situation.

In order to determine the scenario resulting signaling storm, we need to determine the cause of the signaling storm in the network. The signaling storm may occur when the number of signaling requests received by one or more NFs exceeds the signalling processing capability of  the NFs, due to some abnormal behaviors in the network. Therefore, to mitigate and prevent the signalling storm, the abonormal behaviors in the network should be identified and detected firstly. As discussed in previous meetings, two abnormalities  can cause signaling storm: a large number of UE accessing the network at the same time or abnormal NF behavior such as unexpected malfunction or failure. 
· Whether and how existing analytics or new analytics can be used to assist detection and/or prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.

There are 5 solutions proposed in the TR to provide analytics on UE abnormal behavior or NF abnormality. All these solutions propose to define a new analytics ID to assist detection and/or prediction of signaling storm. To output the analytics, the NWDAF needs to collect data inlcuding signaling exchange information between NFs and NF context information (as suggested in Sol#35, Sol#38, Sol#39) , registration related information from the AMF and UE related information from the AF and UDR (as suggested in Sol#36, Sol#38),  NF load information (as suggested in Sol#35, Sol#38, Sol#39), timer information from NFs (as suggested in Sol#35, Sol#36, Sol#38),  signaling storm/control plane congestion analysis from MDAF/MDAS(as suggested in Sol#37). And NWDAF generates anlytics related to signalling based on the input information.
· Whether and how signalling storm can be prevented and/or mitigated based on the inputs provided by NWDAF.

To prevent or mitigate the signaling storm, there are two options. Option#1 is that the consumers can subscribe to the new analytics and take predefined actions (as suggested in sol#36, Sol #39) or use existing mechanism(as suggested in Sol#35, Sol#37) based on the output. Option#2 is that the consumer can subscribe to the recommendation provided by NWDAF(ReLF) (as suggested in sol#38), to assist the consumer for the mitigation and prevention of the signalling storm. For the option#1, the actions taken by consumer is based on the prefined actions or existing mechnism. The consumer may have multiple actions, but can not determine which is the suitable action to take and what the correct parameters for that action are. For the option#2, the NWDAF(ReLF) can take consideration of the overall signalling status of the network with the collectd data such as the NF statistical characteristic, load, the message processing status and the UE behavior, and then analyze the bottleneck of the signalling storm and provide cooresponding actions to prevent or mitigate network signaling storm. Considering the signalling storm is normally a system problem and not just problem of a single NF, option#2 is more effective. This new logical function can be the coordinator to synergize multiple NFs to make them cooperate with each other, and provide recommendation to each NF to make the system recover quickly from the signalling storm situation by avoiding negative impact on a particular NF due to a specific action taken by other NFs for signalling mitigation on its own. Especially, the NWDAF (ReLF) can provide different recommendation parameters to different NFs, taking the impact on each other into account, e.g. recommend different rate of processing threshold for receiving/sending signalling for each NF or recommend different back-off timers for group of UEs served by different AMFs.
2. Proposal

Based on the above analysis, it is proposed to agree the following changes to the 3GPP TR 23.700-84.
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* * * Start of Change * * * *

8.x
Key Issue #4: NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention
For KI#4, the following principles are agreed as conclusion:
· Define a new analytics ID to assist detection and/or prediction of signaling storm, which can be used by the consumer, e.g. by the new logical function for recommendation.

· NWDAF generates signaling storm analytics based on collected information: NF context information, NF load, signalling exchange information, service request information, UE related information per Group (i.e. the UEs in different slices or Areas of Interest), signaling storm/control plane congestion analysis from OAM, and so on.
· Output parameters may include source NF ID causing signalling storm, etc.
· Define a new logical function for NWDAF, which provides actions/parameters recommendations to the service consumer to mitigate/prevent signaling storm.
· Output parameters may include recommended NF selection, back-off timer, processing rate threshold for receiving/sending signalling.
* * * End of Change * * * *
